
Application Security Groups
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1. Application Security Groups Overview



Application Security Groups

Are virtual firewalls that control 
egress/outbound traffic for applications.
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Staging Security Groups

Whitelist what the app should have access to 
when staging.
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Running Security Groups

Whitelist what all apps should have access to 
when running.
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Space Security Groups

Whitelist what the app should have access to 
when running.
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Security Group Rules File

[
{

"protocol": "tcp",
"destination": "10.0.11.0/24",
"ports": "1-65535"

},
{

"protocol": "udp",
"destination": "10.0.11.0/24",
"ports": "1-65535"

}
]




